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ABSTRACT 

 
ARTICLE INFO 

Now a day’s common Networks are more popular. In shared sites privacy is a critical 

issue when the data owners stores a outsource data in cloud or processing to a cloud 

computing services, such as a server/cloud Users are using multiple application for 

common media. Like, Users place their videos on the website and another user 

download that video do some changes in that record and again upload that video on 

their own name but it is the copyright. To overcome this problem, we suggest a system 

in that when we/abuser upload the video that time video is divided in frames and from 

that frame give watermark on one structure and when that video is upload on website 

it detect watermark by DCT and register that watermark on exacting users name so 

another abuser cannot upload same video on her/his name that means it gives 

copyright protection. We then use compressive sensing structure and multiparty 

computation protocol for address of requirements. In cloud there are the multimedia 

data and the watermark pattern are presented for secure watermark detection in CS 

domain for privacy purpose. Whenever there is transformation in CS the CS matrix 

and watermark pattern they are secure by the MPC protocol using semi honest 

security model from that we get expected watermark detection in CS domain. The 

correctness of the derived performance is checked by our experiment. 
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I.  INTRODUCTION 

The cloud computing technology is the growing technology 

used for data storage or signal processing computation. 

Instead of purchasing S/w and H/w cloud is easy to use for 

computing. IN data privacy purpose cloud will store the data 

and perform indication dispensation or data mining in an 

encrypted form. We can collect a large amount of 

multimedia data from dissimilar sources without meaningful 

the copyright data. The watermark pattern owner uses the 

watermark detection to keep the watermark patterns private. 

Information using less number of bits. High imperceptibility 

is  achieved  by  selecting  effective  DCT blocks  for  

Embedding  data  using  energy thresholding system. A 

digitized video before and after a message was inserted, will 

display video files that performed to have no substantial 

change. The Discrete Cosine Transform is used to implant 

the file, which casts embedded data into the selected region 

in the DCT domain. Watermarking data in the embedding 

Data Hiding Method in DCT domain. A new encoding 

technique called Class DCT Coding Scheme (CDCS) is 

used to rise capability, which can convey the same the 

selected region gives rise to invisibility. 

 

The watermark design is embedded for every image so that 

an untrusted verifier cannot copyright it. This is ensured by 

some of the outdated secure watermark detection techniques. 

Asymmetric watermarking and zero-knowledge watermark 

detection are the two methods used for secure watermark 

detection. However, most of the existing secure water-mark 

detection works assume the watermarked copy are openly 

available and focus on the security of the watermark pattern, 

while the privacy of the goal media on which water-mark 

discovery is performed has received little attention. In some 

of the applications, the multimedia data’s privacy is to be 

maintained in the water-mark detection process. The present 

secure watermark detection tools such as zero knowledge 

proof protocols ensure performing privacy preserving 
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storage and secure watermark detection simultaneously. 

These tools also convert the multimedia data to a public key 

encryption domain. But they have limits, such as difficult 

algorithms, high computational and communication 

complexity and large storage consumption in the public key 

encryption domain. They are notionally good but their 

applied implications are difficult.   

 

In our framework, the target image/multimedia data is 

controlled by the data holder only. A compressive sensing 

matrix is supplied by a certificate authority (CA) server to 

the image frame. The DCT coefficients of the image data 

are transformed to a compressive sensing domain by the 

image holder earlier it is outsourced to the cloud. The 

watermark is transformed to the same compressive sensing 

field by a secure multiparty computation (MPC) protocol so 

as to transport secure watermark detection and then shown 

to the cloud. The cloud has the data in the compressive 

sensing domain. The cloud cannot expose the unique 

multimedia data and the watermark pattern without the 

compressive sensing matrix. The Watermark detection is 

done by the cloud in the compressive sensing domain. The 

image data in the compressive sensing field can be kept in 

the cloud and reprocessed for watermark detection from 

many other watermark owners.   

 

II. LITERATURE REVIEW 

 

As A several video watermarking algorithms have been 

planned in either spatial or frequency domain. In this section 

we discussed some of the famous presented watermarking 

techniques.  

A)Z. Erkin, A. Piva, S. Katzenbeisser, R. Lagendijk, J. 

Shokrollhi, G. Neven, et al., have proposed“Protection and 

retrieval of encrypted multimedia content: “When 

cryptography meets signal processing”, 

Performing  information  recovery  tasks  while  preserving  

data  congeniality  is  a  desirable  capability  when a 

database is stored on a server maintained by a cloud check 

provider.  This paper addresses the problem of enabling 

content-based recovery above encrypted multimedia 

databases.  Search indexes, along with multimedia 

documents, are   encrypted by the content holder and then 

stored onto the server.  Through jointly applying 

cryptographic techniques, such as order preserving 

encryption and randomized mess functions, with image 

processing and information retrieval techniques, secure 

indexing schemes are planned to provide both privacy safety 

and rank-ordered search capability.  Retrieval results on an 

encrypted color image database and security analysis of the 

safe indexing schemes under different attack models show 

that data condentiality can be preserved while retaining very 

good salvage performance.  This work has promising 

applications in secure multimedia management. 

 

B)Eggers, J. Su, and B. Girod presented “Public key 

watermarking by eigenvectors of linear transforms,” in Proc. 

Euro. Signal Process. Conf., 2000. 

Digital watermarks are signals fixed in multimedia data to 

allow copyright enforcement. In most watermarking 

schemes the embedded signal must be identified for 

watermark finding which leads to severe security risks. Van 

Schyndelet al. planned a public watermark recognition 

principle that works without explicit reference to the 

embedded signal.  In this paper, extensions of this system 

are measured, and the applicability in practice is 

investigated. The new approaches are considerably less 

complex than the earlier proposed scheme. Further, they are 

more robust beside attacks via complete search for the 

surrounded watermark and against attacks that intend to 

confound the public watermark detector. However, one 

disadvantage of all discussed schemes is the large signal 

length that is necessary for robust detection 

 

C)S.Craver and S. Katzenbeisser have proposed “Security 

analysis of public-key watermarking schemes,”  

Conventional watermarking systems involve the complete 

revelation of the watermarking key in the watermark 

verification procedure. In the largest part systems an 

attacker is able to remove the watermark completely once 

the key is known, thus subverting the intention of patent 

protection. To manage with this problem, public-key 

watermarking schemes were proposed that allow 

asymmetric watermark discovery: while a confidential key 

is used to insert watermarks in digital substance, a part, 

public key is used to verify the marks' presence. We 

describe two public-key watermarking schemes which are 

related in spirit to zero-knowledge proofs. The key design of 

one system is to verify a watermark in a blinded version of 

the document, where the scrambling is resolute by the 

confidential key. A probabilistic protocol is constructed 

sthat allows public watermark detection with prospect of 1/2; 

by iteration, the verifier can get any degree of certainty that 

the watermark is there. The second scheme is based on 

watermark attacks, using illegal counterfeiting to conceal 

real watermark data safely amid data useless to an attacker. 

 

 

III. PROPOSED SYSTEM 

 
The focal aim of the project is to make available software 

that usually works by watermarking a text message or by 

sending an image after a video which makes able for a 

person eye or ear to detect. On review, of a digitized video 

before and after a communication was inserted, will show 

record files that appeared to have no substantial differences. 

The software is considered for exclusive rights security by 

storing in sequence in the DCT domain of a digitized video 

file 

. 

Module 1: Text/Image Data Encryption: Encryption 

converts data to an meaningless form called cipher text. The 

Advanced Encryption Standard (AES) specify a 

cryptographic algorithm that can be used to care for 

electronic data. 

 

Compression:  

The Lempel-Ziv-Welch (LZW) algorithm:  

LZW density replaces strings of typeset with only codes. It 

does not do any analysis of the incoming content. As a 

replacement for, it just adds every new sequence of typeset 
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it sees to a table of strings. Compression occurs when a 

particular code is output in its place of a sequence of 

characters. 

  

Decompression:  

Companion LZW algorithm:  

The companion algorithm for looseness is the 

decompression algorithm. It needs to be capable to take the 

flow of codes output from the looseness algorithm, and use 

them to right reconstruct the input flow. One basis for the 

effectiveness of the LZW algorithm is to it does not want to 

exceed the series table to the decompression system. The 

table can be built exactly as it was during compression, 

using the put in stream as data.  

 

Decryption: Decrypting the code text converts the records 

back into its new form, called plaintext. The AES algorithm 

is able of use cryptographic keys of 128, 192, and 256 bits 

toward encrypt and decrypt information in blocks of 128 

bits.  

 

Module 2: Video File insert: Using DCT move toward the 

abuser of the system can watermark data  into the Video file.  

 

Extract: This part detects and extracts watermark records 

from the given input video. 

 

 

Fig 1. System Architecture 

 

Conventional secure watermark revealing techniques are 

planned to convince a verifier whether or not a watermark is 

embedded exclusive of disclosing the watermark model so 

that an unreliable verifier cannot remove the watermark 

from the watermark confined copy. In this paper, we suggest 

a compressive sensing based privacy preserving watermark 

detection framework that leverages protected common 

computation and the cloud. It has been shown that many 

signal processing algorithms performed in the CS area have 

very close presentation as performed in the original 

domain .Using random matrix transformation for 

confidentiality preserving data-mining has also been 

proposed, which proposed a random projection data 

perturbation approach for privacy preserving combined 

data-mining. The projected a secure image retrieval system 

through random projection and have confirmed that the 

proposed accidental projection domain multimedia retrieval 

system is secure under the Cipher text single Attack form 

(COA) and the semi-honest form . In addition that CS 

transformation can complete computationally secure 

encryption. These works point out that signal giving out or 

data-mining in the CS domain is feasible and is 

computationally protected in definite condition. In our 

structure, the target image/multimedia data is overcome by 

the image owner only. A compressive sensing medium is 

issued by a certificate authority (CA) server to the image 

owner. The image owner transforms the DCT coefficients of 

the image records to a compressive sensing field before 

outsources it to the cloud. For safe watermark revealing, the 

watermark is altered to the same compressive sensing 

province using a protected multiparty working out protocol 

and then sent to the cloud. The cloud only has the data in the 

compressive sensing domain. Exclusive of the compressive 

sensing medium, the cloud cannot make known the creative 

multimedia data and the watermark sample. The cloud will 

execute watermark detection in the compressive sensing 

field. The image data in the compressive sensing domain 

can be stored in the cloud and reused for exposure of 

watermark from many other watermark owners.  

 

IV. WATERMARK DETECTION TECHNOLOGY 

 

A.)   Zero knowledge watermarking 

Zero-knowledge watermark detectors existing to date are 

based on a linear correlation between the asset features and 

a given underground sequence. This recognition function is 

susceptible of being attacked by sensitivity attacks, for 

which zero-knowledge does not offer security. In this paper, 

an efficient zero-knowledge version of the generalized 

Gaussian limit possibility (ML) detector is introduced. This 

detector has shown an improved resilience against 

sensitivity attacks, that is empirically corroborated in the 

absent work. Two versions of the zero-knowledge detector 

are presented; the first one makes use of two original zero-

knowledge proofs for absolute value and square root 

calculation; the second is an enhanced version related when 

the spreading sequence is binary, and it has minimum 

communication complexity. entirety, soundness, and zero-

knowledge properties of the developed protocols are proved, 

and they are compared with previous zero-knowledge 

watermark uncovering protocols in terms of receiver 

operating characteristic, resistance to sensitivity attacks, and 

communication complexity. 

 

B.) Asymmetric Watermarking  

The obtainable secure watermark exposure works assume 

the watermarked copy are publicly available and focus on 

the defence of the watermark model, while the privacy of 

the target media on which watermark detection is performed 

has received small attention. we propose a compressive 

sensing based privacy preserving watermark detection 

structure that leverages sheltered multiparty computation 

and the cloud. It has been shown that many signal 

processing algorithms performed in the CS province have 

very close performance as performed in the original domain. 
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V. CONCLUSION 

 
Watermarking transfers secrets through apparently 

innocuous covers in an effort to hide the existence of a top-

secret. Video Watermarking and its results are growing in 

use and application. In areas where cryptography and tough 

encryption are being outlawed, publics are looking at 

Watermarking circumvent such policies and pass messages 

covertly. Commercial presentation of |are in the form of 

digital watermarks and digital fingerprinting are presently 

being used to track the copyright and ownership of 

electronic mass media.  In view of the great number of 

different embodiments to which the principles of our 

creation can be put, it should be recognized that the full 

embodiments are illustrative only and should not be taken as 

preventive the scope of our invention. Rather, we claim as 

our invention all such embodiments as may come within the 

scope and life of the following claims, and equivalents 

thereto. This project can be used In Corporate Sector, In 

Collages, Online Games & Banking. 
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